Exam in
SSY 305 Kommunikationssystem

Department of Electrical Engineering

Exam date: June 8, 2018, 14:00-18:00
Document updated: June 5, 2018

Teaching Staff

Erik Strom (examiner), 031-772 5182

Chouaib Bencheikh Lehocine, 073-742 6431

Material Allowed material is

e Chalmers-approved calculator

e L. Rade, B. Westergren. Beta, Mathematics Handbook, any edition.

e One A4 page with your own handwritten notes. Both sides of the page can be used.
Photo copies, printouts, other students’ notes, or any other material is not allowed.

lowed).

A paper-based dictionary, without added notes (electronic dictionaries are not al-

Grading A correct, clear and well-motivated solution gives a maximum of 12 points per prob-

lem.

An erroneous answer, unclear, incomplete or badly motivated solutions give point reduc-
tions down to a minimum of 0 points. No fractional points are awarded.

Answers in any other language than Swedish or English are ignored.

Solutions Are made available at the earliest at 19:00 on the course web page.

Results Exam results are posted on Ping-Pong no later than June 13, 2017. The grading
review is on June 14 and June 18, 2018, 12:00-13:00 in room 6414 in the ED-building.

Grades The final grade on the course will be decided by the projects (maximum score 46),
quizzes (maximum score 6), and final exam (maximum score 48). Project and exam must
be passed (see course-PM for rules). The sum of all scores will decide the grade according

to the following table.

Total Score

0-39

40-69

70-79

v

Grade

Fail

PLEASE NOTE THAT THE PROBLEMS ARE NOT NECESSARILY

ORDERED IN DIFFICULTY.

Good luck!
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1.3410E-09
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1.1860E-09
1.1160E-09
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8.7210E-10
8.1980E-10
7.7060E-10
7.2420E-10
6.8060E-10
6.3960E-10




1. Consider a physical layer with signal alternatives {si(t), s2(t), s3(t), s4(t)}, where s;(%)
and s5(t) are defined in the figure below and where s3(t) = —s;(t) and s4(t) = —s2(1).

s1(t) s2(1)

N =
N

t [us] L tps]

N | =

(a) What is the maximum data rate that can be transmitted without ISI? (4p)

(b) What is the average symbol energy, the average bit energy, and the transmit power
when transmitting at the rate in Part (a)? (4p)

(¢) Suppose the received signal is r(t) = s,,(t) + n(t), where r(t) is defined in the figure
below and m is the transmitted symbol. What decision on m would the minimum-
distance receiver make? Motivate. (4p)

r(t)
2
1
4 ]
1 t[ps]

1
2

2. (a) Explain the purpose of the data link layer in the OSI model. (2p)

(b) Define the security goals integrity and confidentiality. Give an example of an appli-
cation when integrity is required but not confidentiality. (3p)

(c) Discuss the advantages and disadvantages in using Ethernet for control applications.
(3p)

(d) What is the purpose of the modulator block in the Shannon communication model?
(2p)

(e) Describe the service provided by the IP protocol in the TCP/IP model. (2p)



3. Consider a LAN with M = 100 attached stations. The protocol stack consist of a physical
layer that provides a data rate R = 100 Mbit/s, a network layer, and a link layer. We
assume that the physical layer is quite robust: in the absence of collisions on the medium,
we can neglect frame errors. The LAN medium length is 1000m and the propagation
speed is ¢ = 2 x 103 m/s.

The network layer SDUs have size 1000 byte and the link layer header and trailer are
together 24 byte.

(a)

Suppose that the MAC layer is TDMA with slot duration 7,. We design the slot
time such that (i) the bits transmitted in a slot can carry a whole network SDU, (ii)
no collisions can occur at any receiving station, and (iii) to maximize the data rate
for the stations. What is the (average) data rate R, in bit/s that the network layer
entity in a station can experience? Assume that the station has always have data to
transmit. (3p)

Let Ryan,, be the aggregated, useful data rate on the LAN, i.e., the average number
of network SDU bits from all stations transmitted on the LAN per second. Suppose
that N of the M stations have data to transmit. What is the normalized throughput,

p = Rpana/R, for the TDMA scheme in Part (a) when N = M and N = M/10,
respectively? (3p)

Repeat Part (a) and (b) when R = 1 Gbit/s. Comment on the results. (2p)

Suppose we replace the TDMA scheme with a simple reservation scheme. The reser-
vation messages are 24 byte long and are transmitted in minislots of duration T},
which is designed such that (i) the bits transmitted in a slot can carry a whole
reservation message, (ii) no collisions can occur at any receiving station, and (iii)
to maximize the data rate for the stations. A cycle starts by that the M stations
sends one reservation message each. Then, the N stations that have data to transmit
sends a single network SDU each, which completes the cycle. What is the highest
data rate R, in bit/s that the network layer entity in a station can experience when
N = M and N = M/10, respectively? Assume R = 1Gbit/s. Comment on the
results. (4p)



4. Consider a Stop-And-Wait ARQ protocol over a full-duplex physical medium of length
160 m and propagation speed 2 x 10®m/s. Data frames are 100 byte and ACK frames
are 50 byte. The data rate on the medium is 1Gbit/s. The protocol use binary state
variable Spg and Rex, Where S, is the sequence number of the last transmitted frame
and Ryey is the sequence number of the frame that receiver expect to receive next. The
state variables are initialized as Sj,st = 1 and Ryt = 0.

(a) Draw a timing diagram (see example below) until three consecutive data frames have
beed received correctly and acknowledged. The timeout is set to 10t, where t; is
the data frame duration. Assume that no data frame or ACK frame errors occur.

(2p)
(b) Repeat Part (a) when the second transmitted data frame suffers a frame error. All
other frame transmissions are successful. (2p)

(¢) Draw a timing diagram until three consecutive data frames have beed received cor-
rectly and acknowledged. The timeout is set to 2ty, where ¢; is the data frame
duration. Assume that no data frame or ACK frame errors occur. (2p)

(d) Repeat Part (c) when the second transmitted data frame suffers a frame error. All
other frame transmissions are successful. (2p)

(e) What is the value of the timeout that maximizes the effective rate when the frame
error probability is nonzero? Motivate carefully. Discuss potential drawbacks. (4p)

The timing diagram should have two time axis, one for the transmitter events and one
for the receiver events. On the axes, it should be noted when

e data frame and ACK frame transmission and reception start and end
e timeout timer starts and expires

e state variables change

Make sure to label axis and draw carefully. See below for a (hypothetical) example that
illustrates events in the table below

Time Event
to Slast change from 1 to 0
t1 Ryext change from 0 to 1
to Data frame transmission starts
t3 Data frame reception starts
t4 Data frame transmission ends
ts Data frame reception ends

Slast 1—0

to ty 1y
TX : - -

RX : ) )

Rnext 0—1
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1. Consider a physical layer with signal alternatives {si(t), s2(t), s3(t), s4(t)}, where s;(%)
and s5(t) are defined in the figure below and where s3(t) = —s;(t) and s4(t) = —s2(1).

Sl(t) S92 (t)

N | —
N | —

t [pus] L tlps]

N | =

1

2

(a) What is the maximum data rate that can be transmitted without ISI? (4p)

(b) What is the average symbol energy, the average bit energy, and the transmit power
when transmitting at the rate in Part (a)? (4p)

(c) Suppose the received signal is r(t) = s,,,(t) + n(t), where r(¢) is defined in the figure
below and m is the transmitted symbol. What decision on m would the minimum-
distance receiver make? Motivate. (4p)

1 1 t[us]
2

Solution:

(a) The symbols duration is 7' = 1us and we have 4 signal alternatives M = 4. Thus
the maximum symbol rate is Ry = T% =1 Msym/s.
And the maximum data rate is : Ry = loga(M)Rs = 2 Mbit/S

(b) We have the energy of each symbol
Esi = [ |si(t)2dt = [1°" Ldt =110°7  vi=1.4

0
Thus, the avergae symbol energy is :2?21 pi-Es; = %10_6.
where pi corresponds to probability that symbol s; is transmitted

The avergae bit energy is: Ej = zog]jﬁ =£.107°°
The average transmitted power is : P = % =020 W

(¢) The miniumum distance receiver rule corresponds to:

m* = argmin||r(t) — s,,(t)|| =arg min\/ffcoo [7(t) — Sy (1)]2dt

Which is equivalent to : m* = argmin||r(t) — s,,(t)||*
m



(d)

We compute the distances’ squares between () and the different signal alternatives:

2 = 72, Ir(t) — si(t)Pdt = f(2 - 1/2)%dt + fT/2<1/4 +1/2)%dt = 8107
= | " |r(t) — st t= — t+ ]_ -1 - _

[ Ir(0) = salOPd = Jy 2 = 1/2Pd 4 fr,(1/ /2)%1 51076

3= ffooo |r(t) — s3(t)|*dt = T/2(2 +1/2)2%dt + fT/2(1/4 1/2)2d 1021 10-6

di = 7 1r(t) = sa(t)]Pdt = T/2(2 +1/2)%dt + fT/2(1/4 + 1/2)2dt 10976

Comparing these, we conclude that the receiver will decide for m=2.

Explain the purpose of the data link layer in the OSI model. (2p)

The data link is used to provide a reliable node-to-to node transfering service over

the physical layer. The main functionalities implemenetd in this link are : Framing,
flow control, error control (ARQs) and Medium Access Control (MAC).

Define the security goals integrity and confidentiality. Give an example of an appli-
cation when integrity is required but not confidentiality. (3p)

Integrity: The goal is to ensure that the message that has been transmitted hasn’t
been altered by a third party

Confidentiality: the goal is to keep the content of a message private and confidential
in such a way that only the communicating parties can have access to it.

An example:

In vehicular communication for safety, status messages that are sent in boradcast
mode requires integrity but not confidentiality.

Discuss the advantages and disadvantages in using Ethernet for control applications.
(3p)

Advantages: High bandwidth- Relatively low cost

Disadvnatges: No priorities among messages- High latency and jitter-Large minium
packet size

What is the purpose of the modulator block in the Shannon communication model?
(2p)

The modulator block is used to convert digital signals to analog signals that are suit-
able for transmission over physical mediums (channels). The modulator is designed
such that we maximize the data rate , minimize errors at the receiver and optimize
the use of resources, that is : power and bandwidth

Describe the service provided by the IP protocol in the TCP/IP model. (2p)

The main service provided by IP is Routing.And It provides that in datagram best-
effort fashion.



3. Consider a LAN with M = 100 attached stations. The protocol stack consist of a physical
layer that provides a data rate R = 100 Mbit/s, a network layer, and a link layer. We
assume that the physical layer is quite robust: in the absence of collisions on the medium,
we can neglect frame errors. The LAN medium length is 1000m and the propagation
speed is ¢ = 2 x 103 m/s.

The network layer SDUs have size 1000 byte and the link layer header and trailer are
together 24 byte.

(a)

Suppose that the MAC layer is TDMA with slot duration 7. We design the slot
time such that (i) the bits transmitted in a slot can carry a whole network SDU, (ii)
no collisions can occur at any receiving station, and (iii) to maximize the data rate
for the stations. What is the (average) data rate R, in bit/s that the network layer
entity in a station can experience? Assume that the station has always have data to
transmit. (3p)

To satisfy the requirements the slot duration is set to: Ty = Tyae + Ty, Where Tp0z
corresponds to the maximum propagation delay on the LAN and T}, is transmission
time of an SDU.

In this TDMA scheme, all stations are allocated time slots. Thus, the average data

rate is R, = M?gfs where n,, is the size of an SDU in bits.

We compute the different parameters:

_ L _ 1000 _ = .
TT?L(LZL‘ ¢ 2,108 5N‘b

Tpy = Muthe — ‘“’f&{fgg(g) = 81.92 us (n, corresponds to the size of header and trailer)
TS’ = Tiaz T ,-Tt’r = 86.92 s

R, = 1090(8) — 0.92 Mbit /s

100.(81,92+0,2).10-©
Let Rpan. be the aggregated, useful data rate on the LAN; i.e., the average number
of network SDU bits from all stations transmitted on the LAN per second. Suppose
that IV of the M stations have data to transmit. What is the normalized throughput,
p = Rpanu/R, for the TDMA scheme in Part (a) when N = M and N = M/10,
respectively? (3p)

We have : Rpan., = x[’;ll
When N= M
p=Rpanu/R = 2.5 =92.04%

When N=M/10

p = RLAN,U/R = ISL%S% = 92%

Repeat Part (a) and (b) when R = 1Gbit/s. Comment on the results. (2p)

With R =1 Gbit/s , Ty, = 8,192us, Tyae is the same Hus
Ty = 13.192 us
R, = ———0008) __ — 6 06Mbit/s

100(8.192+5)x 100

The normalized throuput p is :

When N= M

p = Rpanu/R = g = 60.64%

When N=M/10

P = RLAN,u/R = ﬁ%{ = 6.06%

We notice that as the physical layer data rate increases, R, goes up, but normalized
throughput p goes down. The loss in normalized throughput is due to the fixed

propagation time (guard time). As the data rate increases, a larger fraction of the

4



slot time is allocated to guard time, which is not used for data transmission, and
normalized throughput decreases. However, even more important for the normalized
throughput is the number of active stations: p decreases quite fast as N decreases,
which is due to the fact that (M — N) slots does not carry data in the TDMA scheme.

We can conclude that the efficiency of this TDMA MAC is more sensitive to the
number of active stations compared to the physical layer data rate. If only few
stations have payloads to transmit in each cycle, this scheme is inefficient.

Suppose we replace the TDMA scheme with a simple reservation scheme. The reser-
vation messages are 24 byte long and are transmitted in minislots of duration T},
which is designed such that (i) the bits transmitted in a slot can carry a whole
reservation message, (ii) no collisions can occur at any receiving station, and (iii)
to maximize the data rate for the stations. A cycle starts by that the M stations
sends one reservation message each. Then, the N stations that have data to transmit
sends a single network SDU each, which completes the cycle. What is the highest
data rate R, in bit/s that the network layer entity in a station can experience when
N = M and N = M/10, respectively? Assume R = 1Gbit/s. Comment on the
results. (4p)

TTn,S = Tmax + % - 5-1076 + %(98) = 5.192 MUS
Ty =54 8.192 = 13.192 us
Computing the data rate:

When N= M
When N=M/10

Comparing the results of this scheme with that of TDMA for the same R = 1 Gbit/S
we see that when we have few number of transmitting nodes the rate experienced in
this scheme, R, ,csr = 12.29 Mbit/s, is higher than the rate experienced by stations
in the TDMA scheme R, rpya = 6.06 Mbit/s. While when we have large number
of transmitting nodes (N = M) in each cylce the performance is lower compared to
that of TDMA. This shows that the reservation scheme is more efficient than TDMA
scheme when we have only few active nodes in each cycle. TDMA is better in case
that all the nodes allocated slots have data to transmit in each cycle.



4. Consider a Stop-And-Wait ARQ protocol over a full-duplex physical medium of length
160 m and propagation speed 2 x 10®m/s. Data frames are 100 byte and ACK frames
are 50 byte. The data rate on the medium is 1Gbit/s. The protocol use binary state
variable Spg and Rex, Where S, is the sequence number of the last transmitted frame
and Ryey is the sequence number of the frame that receiver expect to receive next. The
state variables are initialized as Sj,st = 1 and Ryt = 0.

(a) Draw a timing diagram (see example below) until three consecutive data frames have
beed received correctly and acknowledged. The timeout is set to 10t;, where ¢ is
the data frame duration. Assume that no data frame or ACK frame errors occur.

(2p)
(b) Repeat Part (a) when the second transmitted data frame suffers a frame error. All
other frame transmissions are successful. (2p)

(c) Draw a timing diagram until three consecutive data frames have beed received cor-
rectly and acknowledged. The timeout is set to 2t;, where ¢; is the data frame
duration. Assume that no data frame or ACK frame errors occur. (2p)

(d) Repeat Part (c) when the second transmitted data frame suffers a frame error. All
other frame transmissions are successful. (2p)

(e) What is the value of the timeout that maximizes the effective rate when the frame
error probability is nonzero? Motivate carefully. Discuss potential drawbacks. (4p)

The timing diagram should have two time axis, one for the transmitter events and one
for the receiver events. On the axes, it should be noted when

e data frame and ACK frame transmission and reception start and end
e timeout timer starts and expires

e state variables change

Make sure to label axis and draw carefully. See below for a (hypothetical) example that
illustrates events in the table below

Time Event
to Slast change from 1 to 0
t Ryext change from 0 to 1
to Data frame transmission starts
ts3 Data frame reception starts
ta Data frame transmission ends
ts Data frame reception ends

to to ta

t1 t3 ts t
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4(e) The effective rate is maximized by minimizing the time for completing the delivery
of a frame. That is, the time from when a frame is first started to be transmitted until
it has been acknowledged, at which point the transmitter can move on and transmit the
next frame. In the absence of frame errors, the completion time is equal to the reaction
time

to =15+ tprop + ta + tprop,

where ¢ is the information frame duration, ¢, is the ACK frame duration, and ¢, is the
propagation time. When there is a frame error, the frame will be retransmitted after the
timeout time ... Suppose it takes ¢ transmissions to complete the frame delivery, then
there are (i — 1) consecutive frame errors followed by one successful frame transmission.
The total time for this is (i — 1)tou + to. Clearly, this is minimized by selecting oy to
the smallest possible value, which is ¢,,, = t;. (We assume here that the transmitter
aborts any on-going retransmission of an information frame upon reception of an ACK
for that information frame.) With this timeout, the transmitter will continuously trans-
mit information frames (since the timeout expires immediately after the corresponding
information frame has been transmitted). This will continue until the ACK is received.
This is clearly a waste of transmit power and channel bandwidth, since frames are re-
transmitted even when there is no frame error. In the given example, suppose that the
first frame is error-free. Regardless of this, three complete copies and one partial copy of



the information frame will be transmitted before the ACK for the first frame has been
delivered to receiver.



